IT infrastructure renewal project

An absolute majority of Electronic systems of the Ministry of Labor, Health and Social Affairs (MoLHSA) are characterized with high demand of accessibility, since these systems are an integral part of medical services. More and more electronic systems are created to manage various business processes, which leads to increased volume of information and expansion of users' area on the one hand and escalates risks of information security breaches on the other hand. Within the existing trend of electronic government, the information streams, required for system management, are increasing in both directions. In addition, within MoLHSA systems, the information itself is critical and requires a high standard of reliability and protection.
Currently MoLHSA’s server infrastructure is mainly represented by the fourth generation server-side capabilities and out-of-date network infrastructure, which cannot ensure safe traffic flow.
Furthermore, shortage of resources do not allow us to have a proper  test environment, efficient reserve / restore systems and centralized management tools for system and network infrastructure.
To achieve this, high performance infrastructure and server resources, large volume storage facilities and high standard security systems are required. Namely:
· It is essential to increase the computational power of existing server infrastructure.
· It is crucial to strengthen the viability of existing network infrastructure and to enhance security through the new generation firewalls;
· An existing data saver should be replaced by a reliable, fast and volumetric display system that will have a duplicate storage of data. In order to increase physical security and maintain the continuity of the services, it is necessary to create a backup server, a server-centered support for Active-Active technology.
The renewal of infrastructure should be done with maximum usage of existing resources and subsequently considering its zooming capabilities.
The IT department has developed an appropriate solution, which is presented as a detailed technical project with a relevant budget.
In terms of know-how, MoLSHA currently have high needs of the following expertise:
· Software architecture – We see the high need of developing the service bus and building connections between various, fragmented databases. All data pools need to be integrated.
· Personal information protection standards should be adequately reflected into IT systems. At the same time the Ministry should ensure the rational access to the data for proper users. This field is becoming more and more challenging in our ministry.
· Big data analytics need to be deployed with the Ministry. We have already accumulated huge data, of different types, and this data pool increases sharply. Thus we cannot cope with this data manually, and need special tools.
· eHealth ecosystem need to be unified. Currently eHealth systems are fragmented. Different systems do not “speak” with each other. 
· [bookmark: _GoBack]MoLSHA needs to have long term IT and eHealth strategy. Currently IT policy is managing day to day basis. However this approach is not the most efficient. The Ministry needs officially adopted IT strategies to ensure progressive and sustainable development of IT and eHealth directions.

