EMR Development Environment
The aim of this document is to provide information to the Mohlsa IT System Architect in order to configure a vpn access to the consortium and configure vlan, interfaces and ports for Test and Development Environments. Production environments accesses will be defined in a separate document later.
VPN Access
People who will access Georgia Mohlsa wHospital environment:

	Name
	Surname
	Email
	VPN Access
	VM Administrator
	SQL Administrator

	Vania
	Manzelli
	Vania.manzelli@laserbiomed.it
	YES
	YES
	YES

	Lorenzo
	Rossi
	Lorenzo.rossi@laserbiomed.it
	YES
	YES
	YES

	Gianaldo
	Dedonato
	Gianaldo.dedonato@laserbiomed.it
	YES
	YES
	YES

	Riccardo
	Scagnelli
	Riccardo.scagnelli@laserbiomed.it
	YES
	YES
	YES

	Bavesh Kumar
	Singh
	Bk.singh@laserbiomed.it
	YES
	NO
	NO



People who will access Georgia Mohlsa EMC environment:

	Name
	Surname
	Email
	VPN Access
	VM Administrator
	SQL Administrator

	Anton
	Gont
	anton.gont@emc.com
	YES
	YES
	YES



People who will access Georgia Mohlsa Mobile environment:

	Name
	Surname
	Email
	VPN Access
	VM Administrator
	SQL Administrator

	Edvardas
	Cirtautas
	edvardas@mokipay.com
	YES
	YES
	YES





Communication interfaces inside central EMR consortium VLan:

	VM
	AREA INTERFACES

	
	LOCAL/VPN
	PORTS
	DMZ
	PORTS

	Application Server wHospital Engine
	YES
	80,443
	YES
	80,443

	Application Server wHospital Services
	YES
	80,443,8080
	YES
	80,443,8080

	XDS Repository Documentum Server
	YES
	 1489,1000,9080
	NO
	

	XDS Services
	YES
	8080
	NO
	

	XDS Registry Documentum XDB Engine
	YES
	
	NO
	

	MS SQL Server Database (wHospital)
	YES
	1433(TCP), 1434(UDP)
	NO
	

	MS SQL Server Database (Mobile)
	YES
	1433(TCP), 1434(UDP)
	NO
	

	MS SQL Server Database (EMC)
	YES
	1433(TCP), 1434(UDP)
	NO
	

	Mobile Applications Server
	YES
	80,443
	YES
	80,443



Communication interfaces inside central EMR consortium VLan details:

	FROM  
	TO
	PORT

	XDS Repository Documentum Server
	XDS Services
	1489,1000,9080

	XDS Registry Documentum XDB Engine
	XDS Services
	

	XDS Repository Documentum Server
	MS SQL Server (EMC)
	1433(TCP),1434(UDP)

	App. Server wHospital Engine
	XDS Services
	8080

	App. Server wHospital Services
	XDS Services
	8080

	App. Server wHospital Engine
	MS SQL Server (wHospital)
	1433(TCP),1434(UDP)

	App. Server wHospital Services
	MS SQL Server (wHospital)
	1433(TCP),1434(UDP)
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VPN type : PPTP
IP Address : vpn.moh.gov.ge
	User
	Password
	User
	Password

	v.manzelli
	vm76KV$
	a.gont
	ag87TB(

	l.rossi
	lr47PB%
	e.cirtautas
	ec26VS!

	g.dedonato
	gd27MS#
	d.treigys
	dt46CN.

	r.scagnelli
	rs28XP*
	a.vadeika
	av37RC,

	b.singh
	bs07JF&
	
	



	Development Environment

	Name
	IP
	DNS Name
	Global IP

	MS SQL Server Database (EMC)
	172.17.20.20
	EMR-D-SQLEMC.molhsa.local
	 

	MS SQL Server Database (Mobile)
	172.17.20.21
	EMR-D-SQLMob.molhsa.local
	 

	MS SQL Server Database (wHospital)
	172.17.20.22
	EMR-D-SQLwHos.molhsa.local
	 

	XDS Services
	172.17.20.23
	EMR-D-XDSSer.molhsa.local
	 

	XDS Repository Documentum Server
	172.17.20.24
	EMR-D-XDSRep.molhsa.local
	 

	XDS Registry Documentum XDB Engine
	172.17.20.25
	EMR-D-XDSReg.molhsa.local
	 

	Application Server wHospital Engine
	172.17.217.50
	EMR-D-ASwHEn.dmz.local
	92.51.96.100

	Application Server wHospital Services
	172.17.217.51
	EMR-D-ASwHSer.dmz.local
	92.51.96.101

	Mobile Application Server
	172.17.217.52
	EMR-D-ASMob.dmz.local
	92.51.96.102



	Test Environment

	MS SQL Server Database (EMC)
	172.17.21.20
	EMR-T-SQLEMC.molhsa.local
	 

	MS SQL Server Database (Mobile)
	172.17.21.21
	EMR-T-SQLMob.molhsa.local
	 

	MS SQL Server Database (wHospital)
	172.17.21.22
	EMR-T-SQLwHos.molhsa.local
	 

	XDS Services
	172.17.21.23
	EMR-T-XDSSer.molhsa.local
	 

	XDS Repository Documentum Server
	172.17.21.24
	EMR-T-XDSRep.molhsa.local
	 

	XDS Registry Documentum XDB Engine
	172.17.21.25
	EMR-T-XDSReg.molhsa.local
	 

	Application Server wHospital Engine
	172.17.217.53
	EMR-T-ASwHEn
	92.51.96.100

	Application Server wHospital Services
	172.17.217.54
	EMR-T-ASwHSer
	92.51.96.101

	Mobile Application Server
	172.17.217.55
	EMR-T-ASMob
	92.51.96.102



NAT:
	Server Description
	Local IP Address
	Local Port
	Global IP Address
	Global Port
	

	Dev Application Server wHospital Engine
	172.17.217.50
	80
	92.51.96.100
	80
	

	Dev Application Server wHospital Engine
	172.17.217.50
	443
	92.51.96.100
	443
	

	Dev Application Server wHospital Services
	172.17.217.51
	80
	92.51.96.101
	80
	

	Dev Application Server wHospital Services
	172.17.217.51
	443
	92.51.96.101
	443
	

	Dev Application Server wHospital Services
	172.17.217.51
	8080
	92.51.96.101
	8080
	

	Dev Mobile Application Server
	172.17.217.52
	80
	92.51.96.102
	80
	

	Dev Mobile Application Server
	172.17.217.52
	443
	92.51.96.102
	443
	

	Test Application Server wHospital Engine
	172.17.217.53
	80
	92.51.96.100
	81
	

	Test Application Server wHospital Engine
	172.17.217.53
	443
	92.51.96.100
	444
	

	Test Application Server wHospital Services
	172.17.217.54
	80
	92.51.96.101
	81
	

	Test Application Server wHospital Services
	172.17.217.54
	443
	92.51.96.101
	444
	

	Test Application Server wHospital Services
	172.17.217.54
	8080
	92.51.96.101
	8081
	

	Test Mobile Application Server
	172.17.217.55
	80
	92.51.96.102
	81
	

	Test Mobile Application Server
	172.17.217.55
	443
	92.51.96.102
	444
	





