
American Embassy San Salvador 
August 25, 2017 

PR6659174 - SES60017Q0112 - WINDOWS SERVER UPGRADE 

The American Embassy San Salvador is looking for a contractor to supply and installation of Windows 
Server 2016 clusters, work to be performed as follows: 

1.GENERAL 

The Contractor shall provide all labor, services, tools, materials, software, accessories, supervision and all 
other requirements necessary for the installation, configuration, and fine-tun ing of the systems described 
in this Performance Work Statement. The Contractor shall be so lely responsible to ensure the delivered 
solution is fully compatible w ith existing ILEA systems. 

2. BACKGROUND 

The International Law Enforcement Academy in San Salvador was established to train law enforcement 
professionals, in Latin America and the Caribbean, and to provide them with the necessary, modern tools 
and techniques in order to effectively combat transnational crime, nationally and internationally, by 
creating inter-institutional and international networks, thus contributing to democracy and to the 
economic and social development of the nations. 

3. OBJECTIVE 

Installation of Windows Server 2016 clusters 

4. PERIOD OF PERFORMANCE OR DELIVERY DATE 

Delivery, installation, configuration, fine-tuning, testing and familiarization tra ining: All work must be 
completed no later than 14 ca lendar days after award. 

On-Site Technical Support : The contractor shall provide on-site technical support for at least one (1) year. 
The on-site technical support period shall commence immediately upon written COR acceptance of the 
completed system and shall continue for at least one (1) year thereafter. 



5. PLACE OF PERFORMANCE 

ILEA San Salvador 
Ca lle El Pedregal and Cancille rfa Bulevar, Antiguo Cuscatlan. 
La Libertad, El Salvador. 

Note: All deliverables must be coordinated in advance with the COR. 

6. REQUIRED DATA DELIVERABLES AND REPORTS 

The Contractor shall deliver the documentation identified in the table below to the following individuals. 
Unless otherwise stated, all documentation must be in English and must be provided electronically via 
email. 

COR: Contracting Officer Representative 

Deliverable Reference Due Date Frequency Distribution 

D01- Partner letter PWS Section 7.1 
Prior to commencement of 

work. 
Update as required COR 

D02 - Employee(s) Resume 
PWS Section 7.2 Included in the proposal Update as required COR 

and Certifications 

D03 -Designs and Logical 
PWS Section 8.2 

No later than 10 calendar days 
Update as required COR 

Diagrams after award of contract. 

D04 - Project Schedule PWS Section 11 Included in the proposal Update as required COR 

DOS - Testing Plan PWS Section 8.4 
At least one (1) week before 

Once COR 
scheduled testing date. 

DOG - Project Completion 
PWS Section 12 

No later than 30 calendar days 
Once COR 

Documentation after award of contract 

D07 - Escalation table and 

procedure 
PWS Section 8.5 Included in the proposal Once COR 

D08 - Confidentiality of 
PWS Section 11 

Information 
Included in the proposal Once COR 

D09-Technical 
PWS Section 8.1 

Specifications Compliance 
Included in the proposal Once COR 

7. SPECIAL REQUIREMENTS 

7 .1. All software and services must be provided through authorized distr ibution channels. All items 
provided under this project must be licensed. Unlicensed software is not allowed. The Contractor shall 
provide a let ter from the vendor demonstrating compliance with t hese requirement. 

7.2. All services must be carried out under the supervision of certified employee(s). The Contractor shall 
provide the COR a copy of t he employee(s) resume and proof of certification(s) as part of t he technical 
proposal. 
The minimum certifications required are: 



• Microsoft Certified So lutions Expert: Server Infrastructure Solutions Expert 

• VMware Certified Professional 6 (Data Center Virtualization) 
The minimum work experience required in Microsoft products is 3 years. 

8. REQUIRED SOFTWARE AND SERVICES 

8.1. Software 

General 
• Deploy and Install Windows Server 2016 in four virtual servers. Hardware resources will be 

provided by ILEA San Salvador. Licenses must be included by the contractor. 
• Install and configure ILEA San Salvador domain controllers, file servers and implement security 

policies. 
• Configure and enable single sign-on between these new servers and office 365 applications 

(Outlook, OneDrive, Skype for business, among others). 

The following configuration shall be performed in the first two servers (first cluster) : 

• Install Domain Controllers. · 
• Configure Active Directory and ILEA San Salvador Domain. 

• Create ILEA staff accounts in new Active Directory. 
• Pre-stage ILEA computers based on ILEA naming convention. 

• Joint computers to the new domain. 
• Configure DHCP pools and IP reservations. 
• Implement DNS and ILEA FQDNs. 

• Map users to specific computers. 
• Implement Network Access Protection. 
• Install and configure both servers as Network Policy Servers and RADIUS server and enable 

aut hentication of clients using the 802.lx standard both via wired and wireless. Client 
configuration must also be performed. 

• Changes to one server shall be synchronized to t he other cluster member. 

• Configure endpoint Encryption (BitLocker) and Advance Auditing. 

• Create and manage service accounts. 
• Manage user desktop with group policy. The creation of up to 20 Group Policies Objects shall be 

included. 

• Implement update management. 
• Apply all patches and available updates. 

The following configuration shall be performed in the other two servers (second cluster) : 
• Implement File and Print Services. 
• Enable folder redirection based on OU to these two servers. 
• Configure all ILEA printers' drivers in server and deploy these drivers to client computers based on 

Organizational Unit. 
• Changes to one server shall be synchronized to the other cluster member. 

• Apply all patches and available updates. 

The contractor shall submit a letter (signed and sealed) stating compliance with the requested technical 
specifications. 



8.2. Logical Design and Diagrams 

The Contractor shall provide a digital copy of the logical diagrams, describing how all components of the 
solution will be logically connected. The Contractor shall submit a detailed explanation. 

8.3. Configuration 
The Contractor shall bring together all subsystems, ensuring that they function together. The Contractor 
shall configure all components of the solution according to vendor specifications and industry best 
practices. 

8.4. Testing 
The Contractor shall coordinate all testing with the assigned COR. A preliminary testing plan shall be 
submitted for COR approval at least one (1) weeks prior to the scheduled testing date. 

Upon successful installation, configuration and fine-tuning of the entire solution the Contractor shall 
perform all necessary system testing to ensure proper operation of the solution. The Contractor shall 
conduct testing in accordance with the approved Testing Plan. The Contractor shall include testing results 
in the Project Completion Documentation. 

If the installed solution, or a portion thereof, fails the testing the Contractor shall correct all deficiencies at 
no additional cost to the Government. 

8.5. Escalation Table and Procedure 
As part of proposal the contractor shall provide the escalation table along with the procedure to open and 
scale tickets. 

9. FAMILIARIZATION TRAINING 

The Contractor shall provide familiarization training for two (2) ILEA employees. The training shall be 
coordinated in advance with the COR and shall take place after testing of the installed solution. The 
training shall cover operationa l and maintenance functions required to ensure successful operation, 
configuration, and protection of the installed solution. The Contractor shall also explain the applicable 
technical support and warranty processes. 

10. TECHNICAL SUPPORT 

10.1. ON-SITE TECHNICAL SUPPORT 

The contractor shall provide 24x7x365 support. The support sha ll be provided on-site, via telephone or on­
line, and shall be provided in Spanish. The support period shall commence upon final acceptance of the 
system and shall be in force for one {1) year thereafter. Maintenance and support shall comply with table 
10.1.1. 



Table 10.1.1 

level of 
Type of Error 

Acceptable Number 
Corrective Action 

Severity of Occurrences 

1 The platform is down or the impact on their No more than 1 All parties devote full-time 

operation is critical. critical failure per resources during standard office, 

System Crash, Key/Critical functionality month (up to a or non-business hours in week 

failure or inoperable, lack or loss of systems maximum of 3 per days, weekends or holidays to 

integration or communication. year). resolve the situation . 

4 hours resolution time. 

2 The platform operation is severely degraded, No more than 1 All parties devote full-time 

or significant aspects of ILEA's business failure per month (up resources during standard office, 

operation are negatively affected by to a maximum of 5 or non-business hours in week 

inadequate performance of the platform. per year). days, weekends or holidays to 

resolve the situation. 

4 hours resolution time. 

3 The operating platform performance is No more than 3 The parties commit resources 

unsatisfactory, while business operations are failures per month during normal business hours to 

normal. (up to a maximum of restore service to satisfactory 

System glitch that does not result in 12 per year). levels. 

erroneous system functionality. 8 hours resolution time. 

4 Information or assistance on product The parties undertake to provide 

capabilities, installation or configuration is resou rces during normal business 

required. hours to provide information or 

Includes but is not limited to: support required. 

implementation of new features, 8 hours resolution time. 

maintenance, configuration changes and I or 

other technical requirement made by the 

staff of ILEA. 

The contractor shall submit, for every one of his services, a Service Scope Document stating the service 
level agreement (7x24x365 with a maximum resolution time - applies to priority 1 and 2 issues- of 4 
hours), the conditions and manner of operation. 

Direct factory support must be available for all hardware and software solutions delivered. Support 
includes but is not limited to: consu ltation, maintenance, component repairs and configuration changes. 

The contractor shall provide assistance through a contact center, which will be attended by local engineers 
to provide remote support, quick resolution of incidents and t roubleshooting of supported equipment. 
The center of technical assistance should be available twenty-four (24) hours per day, seven (7) days a 
week, all year round. 

E-mail or ca ll from ILEA to the company will become incident registration proof. 

The contractor shall provide the service center's contact information (phone and emai l). 

The contractor shall be able to provide second-line support, remote or onsite processes through engineers 
and consultants in the required techno logy. 



The contractor shall provide advice on the use of diagnostic tools and troubleshooting. 

The contractor shall make a rapid response in an emergency, through remote access (internet or modem). 
If remote access is not effective, an engineer must go to the ILEA premises to identify the problem and 
speed up diagnosis and resolution time. 

The contractor shall implement technology updating activities: providing and applying maintenance 
software versions, firmware, new releases and minor versions for the supported equipment. 

The contractor shall provide support for product inquiries and consultations regarding individual subjects 
of operation and maintenance of equipment, to be managed under the contract to provide a solution via 
remote and onsite support for all activities in which ILEA considers necessary to receive support from the 
contractor. 

The contractor shall detail the procedure for registration of incidents. 

The contractor shall detail the procedure and scaling table. 

On-site assistance by one of the contractor's specialized engineers and consultants will be required in the 
event that the incident cannot be resolved remotely or if required by ILEA San Salvador IT staff members. 

Onsite support services should be included and provided as requested by ILEA San Salvador during 
business and nonbusiness hours (including weekends and holidays), the support services include but are 
not limited to new configurations, updates, client installations and compatibi lity issues. 

Resolution is required within 4 hours (applies to priority one and two) once diagnosed and confirmed by 
the failure of the hardware special ists by contractor or manufacturer. This includes parts replacement, 
power suppl ies, cables and all other necessary components to recover 100% of functionality. 

Any changes made by the contractor shall be documented and submitted to ILEA, so all parties know what 
the causes of the change are. 

Contractor shall provide performance reports of the screens twice a year. 

Additional Service Hours 
• Twenty (20) hours per months shall be included by the contractor for the configuration 

and implementation of new features as required by ILEA COR. Including but not limited to: the 
configuration of additional group policies. 

• Non-used service hours in a month shall be added to the following month. 
• These hours are valid during the support period, shall commence upon final acceptance of 

the system and shall be in force for one (1) year thereafter. Also, they could be requested and 
planned to be used in non-working hours, weekends or holidays (twenty-four (24) hours per 
day, seven (7) days a week, all year round). 



11. PROJECT SCHEDULE 

The Contractor shall include as part of the proposal a schedule (September 2017 weekends) showing the 
order in which the Contractor proposes to perform the work and the dates on which the Contractor 
contemplates starting and completing the several salient features of the work (including but not limited to 
acquiring materials, installation, testing, and conducting training). The schedule shall be in the form of a 
progress chart of suitable scale to indicate appropriately the percentage of work scheduled for completion 
by any given date during the project performance period. 

The Contractor shall track actual project progress on the chart. The Contractor shall provide an electronic 
copy of the chart showing the actual progress whenever requested by the Contracting Officer or the 
Contracting Officer's Representative. The Contractor shall submit for Government approval any revision to 
the approved schedule. 

12. PROJECT COMPLETION DOCUMENTATION 

The contractor shall provide complete documentation for all hardware and software delivered under this 
contract. At a minimum, the closeout documentation must include: 

• Comprehensive Bill of Material for all software delivered under the contract. The list shall include: 
Item Description, Name of Manufacturer, Model Number, Serial Numbers, Delivered Quantity, 
Unit Price, Extended Price, and Warranty Expiration Date. 

• OEM manuals for all software delivered under the contract. 

• Results of system testing. 

• Final Logical Designs and Diagrams 

• Technical Support documentation. Documentation shall include an explanation of coverage, the 
process to obtain warranty or technical support services, and applicable contact information. 

13. CONFIDENTIALITY OF INFORMATION 

The Contractor agrees to keep confidentiality of all of the information received, including but not limited 
to: equipment characteristics, passwords, blueprints, topology of the solution, software and hardware 
versions, security parameters, configurations, and any other information whether oral or written that may 
compromise in any way the security of the institution or may be counter-productive for the institution in 
the hands of third parties. 

The Contractor is prohibited from copying the configurations of the ILEA San Salvador equipment. Should 
it become necessary to make a copy, it will only be allowed for servicing or maintaining the configurations 
for fixes/patches that require the replacement of equipment. Whatever the case may be, the copy must 
be first authorized by the ILEA COR in writing. The copy must be returned to ILEA COR upon conclusion of 
the maintenance or repair operations. 



The requirements in the preceding paragraphs apply to all subcontractors and do not expire upon 
completion of the contract. The Contractor is solely responsible to ensure selected subcontractors comply 
with the preceding paragraphs. 

The contractor shall submit a letter (signed and sealed) stating acceptance of the requested confidentiality 
agreement. 

Prices without tax and/or IVA. 
All correspondence must be in English language. 
Monthly NET30 payment terms. 
Attached FAR and DOSAR clauses for the Purchase Order, apply. 

Questions are allowed until August 30, 2017. 
Please address your proposal on or before September 06, 2017, to: 

A ncv BeatYl/f( Cot:o-
American Embassy - San Salvador 
Ph. (503) 2501-2808 cotoab@state.gov 

Debra Shea 
Contracting Officer 



CL AUSES FOR PURC HASE ORDERS AND BLANKET PURCHASE AGREEMENTS AW ARD ED BY 
OVERSEAS CONTRACTING ACTIVITIES 

(Current thru FAC 2005-95) 

COMM ER CIAL ITEMS 

FAR 52.252-2 Clauses Incorporated By R eference (FEB 1998) 

This purchase order or BPA incorporates the following clauses by reference, with the same force and effect as if they 
were given in fu ll text. Upon request, the Contracting Officer will make their full text available. Also, the full text of a 
clause may be accessed electronically at this address: https://www.acguisition.gov/far 

DOSAR clauses may be accessed at: http://www.statebuy.statc.gov/dosar/dosartoc.htm 

FEDERAL ACQUISITION REGULATION (48 CFR Chapter 1) CLAUSES 

NUMBER TITLE DATE 
52.204-9 Personal Identity Verification of Contractor Personnel (if contractor JAN 2011 

requires physical access to a federa lly-controlled facility or access to 
a Federal information system) 

52.212-4 Contract Terms and Conditions - Commercial Items JAN20 17 
(Alternate I {MAY 2014) of52.2 12-4 applies if the order is time-
and-materials or labor-hour) 

52.225-19 Contractor Personnel in a Diplomatic or Consular Mission Outside MAR2008 
the United States (applies to services at danger pay posts only) 

52.227-19 Commercial Computer Software License (if order is for software) DEC 2007 
52.228-3 Workers' Compensation Insurance (Defense Base Act) (if order is JUL 2014 

for services and contractor employees are covered by Defense Base 
Act insurance) 

52.228-4 Workers' Compensation and War-Hazard Insurance (if order is for APR 1984 
services and contractor employees are not covered by Defense Base 
Act insurance) 

52.212-5 Contract Terms and Conditions Required To Implement Statutes or Executive Orders-Commercial 

Items (JAN 2017) 

(a) The Contractor shall comply with the fo llowing Federal Acquisition Regulation (FAR) clauses, which are 

incorporated in this contract by reference, to implement provisions of law or Executive orders applicable to acquisitions 

of commercial items: 

( 1) .S.. , Prohibition on Contracting with Inverted Domestic Corporations (Nov 2015). 

(2) 'i22n \ ProtestAfterAward(AUG 1996) {\ l l \(. 1"'"'' ). 

(3) "i' --. , Applicable Law for Breach of Contract Claim (Ocr2004)(Public Laws 108-77 and 108-78 {I L.'i C 
3S£!~ ll\ll1.:)). 

(b) The Contractor shall comply with the FAR clauses in this paragraph (b) that the Contracting Officer has indicated as 

being incorporated in this contract by reference to implement provisions of law or Executive orders applicable to 

acquisitions of commercial items: 

_ (1) ' ,1 h , Restrictions on Subcontractor Sales to the Government (Sept 2006), with Alternate I (Oct 1995) ( 

" <. ( ... and I l l <. ' t ' ). 

_ (2) "' , Contractor Code of Business Ethics and Conduct (Oct 20 15) (-t I .S.l. 3'\ )). 



_ (3) i2 .,, ' l \ Whistleblower Protections under the American Recovery and Reinvestment Act of2009 (June 2010) 

(Section 1553 of Pub. L. 111-5). (Applies to contracts funded by the American Recovery and Reinvestment Act of 

2009.) 

_X_ (4) 5 204-_, Reporting Executive Compensation and First-Tier Subcontract Awards (Oct 2016) (Pub. L. 109-

282) (3 1 L \ ( Jil 0 I ntiis;). 

_ (5) [Reserved]. 

_ (6) i; ., I 1, Service Contract Reporting Requirements (Oct 20 16) (Pub. L. 111 -1 17, section 743 of Div. C). 

_ (7) 52 1 0-1 I 5, Service Contract Reporting Requirements for Indefinite-Delivery Contracts (Oct 2016) (Pub. L. 111-

117, section 743 ofDiv. C). 

_X_ (8) 52 1 09-6, Protecting the Government's Interest When Subcontracting with Contractors Debarred, Suspended, 

or Proposed for DebannenL (Oct 20 I5) (3 1 U.S.C. 6101 note). 

_ (9) 52 2 l9 l< , Updates of Publicly Available Information Regarding Responsibility Matters (Jul 20 13) (41 U.S.C. 

2313). 

_ (I 0) [Reserved]. 

_ (J l)(i) i 1 119-3, Notice ofITUBZone Set-Aside or Sole-Source Award (Nov 20 11) ( I" U.~.C. 6 1). 

_(ii) Alternate I (Nov 2011) of i 2 

_ (12)(i) " 1 1 19--1, Notice of Price Evaluation Preference for HUBZone Small Business Concerns (OCT 2014) (if the 

offeror elects to waive the preference, it shall so indicate in its offer) ( 5 \ '" ). 

_ (ii) Alternate I (JAN 201 1) of 5_ 21 > t 
_ ( 13) [Reserved] 

_ (14)(i) ~.Notice of Total Small Business Set-Aside (Nov 2011) ( ~S.C h-1-1). 

_(ii) Alternate I (Nov 20 11). 

_ (iii) Alternate II (Nov 2011). 

_ (15)(i) 5' I'-:.:, Notice of Partial Small Business Set-Aside (June 2003) ( 5 U.S.(. 6-1-1). 

_ (ii) Alternate I (Oct 1995) of ..,2 1 19 . 

_ (iii) Alternate IT (Mar 2004) of .:;; _ 

_ ( 16) 52 1 19-8, Utilization of Small Business Concerns (Nov 20 16) ( I'\ U.S.C 637(SIJ(l)and (3)). 

_ ( l 7)(i) ..., - , Small Business Subcontracting Plan (Nov 2016) ( I..., J S C 63 7< d L .. ). 

_(ii) Alternate I (Nov 20 16) of 52.2 lJ lJ . 

_(iii) Alternate JI (Nov 20 16) of .:;; ., 19-9. 

_ (iv) Alternate Ill (Nov 2016) of .:;; 219-Q. 

_ (v) Alternate IV (Nov 2016) of 'i2 .., 111 9. 

_ ( 18) 5 I - _ , Notice of Set-Aside of Orders (Nov 20 11) ( · S.C 64 r ). 

_ ( 19) ~ 219-1-1, Limitations on Subcontracting (Nov 20 11 )( I .., l ~( !P '@JLI 4 )). 

_ (20) 5.., 219- li, Liquidated Damages- Subcon-tracting Plan (Jan 1999) ( 5 l \ ( 6.r1 lJ(i I( ). 

_ (2 1) i"' 119-:=, Notice of Service-Disabled Veteran-Owned Small Business Set-Aside (Nov 2011) (15 l .~ C. 657 

1). 
_ (22) ~_;, 219-~'I , Post Award Small Business Program Rerepresentation (Jul 2013) ( i \ I l~ ). 

_ (23) 52 "' 9-~9, Notice of Set-Aside for, or Sole Source Award to, Economically Disadvantaged Women-Owned 

Small Business Concerns (Dec 20 15) ( I L.~ ( .2.l• J). 

_ (24) 5_ ) ,o, Notice of Set-Aside for, or Sole Source Award to, Women-Owned Small Business Concerns 

Eligible Under the Women-Owned Small Business Program (Dec 20 15) ( I ' l \ < 6 1 "(mj). 

_X_ (25) ..., 2-~ , Convict Labor (June 2003) (E.O. 11755). 

_ (26) i2 .,..,2-1.2, Chi ld Labor-Cooperation with Authorities and Remedies (Oct 2016) (E.O. 131 26). 

_ (27) ' 222-2 , Prohibition of Segregated Facilities (Apr 2015). 

_ (28) 5_ 222-~. Equal Opportunity (Sept 2016) (E.O. 11246). 



_ (29) " .122- , Equal Opportunity for Veterans (Oct 20 15)( \ l ). 

_ (30) "'122- 1 <, Equal Opportunity for Workers with Disabilities (Jul 20 14) (29 l 'i.C "'lJ'). 

_ (3 1) " .222- , Employment Reports on Veterans (FEB 2016) (38 U.S.C. 42 12). 

_ (32) , 2-,_..io, Notification of Employee Rights Under the National Labor Relations Act (Dec 2010) (E.O. 13496). 

_X_ (33)(i) " "2-"i ,CombatingTraffickingin Persons(Mar20 15)( : t T~ andE.0.13627). 

_ (ii)AlternateI(Mar2015)of "i2 1 .,, "i!l {' l'\<. ,h;_1ptc..1 '\ and E.0.1 3627). 

_ (34) , Employment Eligibility Verification (OCT2015). (Executive Order 12989). (Not applicable to the 

acquisition of commercially available off-the-shelf items or certain other types of commercial items as prescribed 

in _: .) 

_ (35) "" 22' "i9, Compliance with Labor Laws (Executive Order 13673) (OCT 20 16). (Applies at $50 million for 

solicitations and resultant contracts issued from October 25, 20 I 6 through April 24, 2017; applies at $500,000 for 

solicitations and resultant contracts issued after April 24, 20 17). 

Note to paragraph {b)(35): By a court order issued on October 24, 2016, 52.222-59 is enjoined indefinitely as of the 

date of the order. The enjoined paragraph will become effective immediately if the court terminates the injunction. At 

that time, GSA, DoD and NASA will publish a document in tJ1e Federal Register advising the public of the termination 

of the injunction. 

_ (36) , Paycheck Transparency (Executive Order 13673) (OCT 20 16). 

_ (37)(i) "i2 , 2. -9, Estimate of Percentage of Recovered Material Content for EPA- Designated Items (May 2008) ( , 

l ...., <. 1 9t 2 l l{ )( \)( 11 l). (Not applicable to the acquisition of commercially available off-the-shelf items.) 

_ (ii) Alternate I (May 2008) of "2 ( 4 \ r, i 1 <. ). (Not applicable to the acquisition of 

commercially available o ff-the-shelf items.) 

_ (38) .., I 1, Ozone-Depleting Substances and High Global Warming Potential Hydro fluorocarbons (Ju 2016) 

(E.O. 13693). 

_ (39) .., , Maintenance, Service, Repair, or Disposal of Refrigeration Equipment and Air Conditioners (JUN 

2016) (E.O. 13693). 

_ {40)(i) "- ' " Acquisition ofEPEAT®-Registered lmaging Equipment {JUN 2014) (E.O.s 13423 and 135 14). 

_ (ii) Alternate I (Oct 20 15) of "i2.2,' I I . 

_ (4l)(i) "~ 1-., Acquisition ofEPEAT®-Registered Televisions (JUN 2014) (E.O.s 13423 and 13514). 

_ (ii) Alternate I (Jun 2014) oh2.22 14. 

_ (42) .,, ", Energy Efficiency in Energy-Consuming Products (DEC 2007) ( L \ 2<> >h). 

_ (43)(i) "i2 . .:n' 16, Acquisi tion ofEPEAT®-Registered Personal Computer Products (OCT2015) (E.0.s 13423 and 

135 14). 

_ (ii) Alternate I (Jun 20 14) of "2 <. 

_X_ (44) 2 '' I\ Encouraging Contractor Policies to Ban Text Messaging While Driving (AUG 2011) (E.O. 135 13). 

_ (45) 22 ~- ! , Aerosols (JUN 20 l 6)(E.O. 13693). 

_ (46) 1 223 'l , Foams(JuN2016)(E.0.13693). 

_ (47) , 2"'5 , Buy American-Supplies (May 2014) (., ~ I -it ). 

_ (48)(i) ""' "'' \ Buy American-Free Trade Agreements- Israeli Trade Act (May 2014) (4! L ...., C,_ d1'1ptcr \ " 19 

...., l note, I ...., ( note, note, II note, Pub. L. l 03-182, 108-77, 108-78, 

108-286, 108-302, 109-53, 109-169, 109-283, 110-138, 112-41 , 112-42, and 112-43. 

_ (ii) Alternate I (May 20 14) of : 

_ (iii) Alternate II (May2014) of .5, n'i-3 . 

_ (iv) Alternate III (May 2014) of - " 

_ (49) "1,2_2"1 "1 , TradeAgreements(Ocr20 16)(1tJL.\C.. "01 ,et seq. , lll ~( ,Jl)l note). 

_X_ (50) " \ Restrictions on Certain Foreign Purchases (June 2008) (E.O.'s, proclamations, and statutes 

administered by the Office of foreign Assets Control of the Department of the Treasury). 



_ (51) 'i.., .225- 1 6, Contractors Performing Private Security Functions Outside the United States (Oct 20 16) (Section 

862, as amended, of the National Defense Authorization Act for Fiscal Year 2008; \ .,'1 '\j ... . 

_ (52) ., .., 2 1 , Notice of Disaster or Emergency Area Set-Aside (Nov 2007) ( i.., L 'i ( 'i J 'iO). 

_ (53) 'i.., .2;6-S, Restrictions on Subcontracting Outside Disaster or Emergency Area (Nov 2007) ( +.., L.\ C 'i 1-.0). 

_X_ (54) ..,~..,\ , Terms for Financing of Purchases of Commercial Items (Feb 2002) ( \ .., 15, 10 L; 

- ~0111 ). 

_ (55) "I., ..,32-10, Installment Payments for Commercial Items (Oct 1995) (41 l \ ~ .J'iO\ 10 L \ ( 2: l I ). 

_X_ (56) '~ 23. , Payment by Electronic Funds Transfer- System for Award Management (Jul 20 13) ( u \ '=...:. 

1332). 

_ (57) 'I.., .,_J-:! 1 , Payment by Electronic Funds Transfer- Other than System for Award Management (Jul 2013) ( I l 
'> ( 2). 

_ (58) .., 232 '<i, Payment by Third Party (May 2014)(1 I L .S.('. 1 H~). 

_ (59) .., .., 239- , Privacy or Security Safeguards (Aug 1996) (5 L \ <. "2a). 

_ (60)(i) 'i2 _4 , Preference for Privately Owned U.S.-Flag Commercial Vessels (Feb 2006) ( U S.C Appx 

1241ib} and .1J)l SC.2611 ). 

_ (ii) Alternate I (Apr 2003) of'i 2 .., - 6-1 . 

(c) The Contractor shall comply with the FAR clauses in this paragraph (c), applicable to commercial services, that the 

Contracting Officer has indicated as being incorporated in this contract by reference to implement provisions of law or 

Executive orders applicable to acquisitions of commercial items: 

_ (l) ~2-1 , Nondisplacement of Qualified Workers (May 2014)(£.0. 13495). 

_ (2) 'i., 222-41 , Service Contract Labor Standards (May 2014) (41 l 'i .~ th.P1t\..r 67). 

_ (3) 222-4 , Statement of Equivalent Rates for Federal Hires (May 2014) ( L..S l.. and C.S ( ch.apter 

'1 "'"). 

_ (4) .., 1 ..,~;_-43 , Fair Labor Standards Act and Service Contract Labor Standards-Price Adjustment (Multiple Year 

and Option Contracts) (May 20 14) ( \ ( and -t \ ti'"). 

_ (5) .., 1 2; 4, Fair Labor Standards Act and Service Contract Labor Standards-Price Adjustment (May 20 14) (29 

l C., ( ..,06 and .11 l \ C ehap11..r 6 '"'). 

_ (6) -~2-" , Exemption from Application of the Service Contract Labor Standards to Contracts for Maintenance, 

Calibration, or Repair of Certain Equipment- Requirements (May 20 14) (±I l c., ~~£11aptcr <L). 
_ (7) .., .., ..,22-'i I, Exemption from Application of the Service Contract Labor Standards to Contracts for Certain 

Services-Requirements (May 2014) ( .. S ( lJll ). 

_ (8) 'i 1 1 22-'i\ Minimum Wages Under Executive Order 13658 (Dec 2015). 

_ (9) .., ""1.2.:.h\ Paid Sick Leave Under Executive Order 13706 (JAN 2017) (E.O. 13706). 

_ ( 10) 126 , Promoting Excess Food Donation to Nonprofit Organizations (May 20 14) (4~ U ~.C J "'"li ). 

_ ( 11) '5.., 23""- I I, Accepting and Dispensing of $1 Coin (Sept 2008) ( i I U \ ( 1 I I 2(p)lf )). 

( d) Comptroller General Examination of Record. The Contractor shall comply with the provisions of this paragraph (d) 

if this contract was awarded using other than sealed bid, is in excess of the simplified acquisition threshold, and does 

not contain the clause at '5.., ., I 'i-2 , Audit and Records-Negotiation. 

{I) The Comptroller General of the United States, or an authorized representative of the Comptroller General, shall 

have access to and right to examine any of the Contractor's directly pertinent records involving transactions related to 

this contract. 

(2) The Contractor shall make available at its offices at all reasonable times the records, materials, and other evidence 

for examination, audit, or reproduction, until 3 years after final payment under this contract or for any shorter period 

specified in FAR .ubnart 4 "'" , Contractor Records Retention, of the other clauses of this contract. If this contract is 

completely or partially terminated, the records relating to the work terminated shall be made available for 3 years after 

any resulting final termination settlement. Records relating to appeals under the disputes clause or to litigation or the 



settlement of claims arising under or relating to this contract shall be made available until such appeals, litigation, or 

c laims are finally resolved. 

(3) As used in this clause, records include books, documents, accounting procedures and practices, and other data, 

regardless of type and regardless of form. This does not require the Contractor to create or maintain any record that the 

Contractor does not maintain in the ordinary course of business or pursuant to a provision of law. 

( e)( I) Notwithstanding the requirements of the clauses in paragraphs (a), (b ), ( c), and ( d) of this clause, the Contractor 

is not required to flow down any FAR clause, other than those in this paragraph (e)(J) in a subcontract for commercial 

items. Unless otherwise indicated below, the extent of the flow down shall be as required by the clause-

(i) , Contractor Code of Business Ethics and Conduct (Oct 2015) ( 41 l S ( 1 'i()ll). 

(ii) .:; ' 21 ll .... , Utilization of Small Business Concerns (Nov 2016) ( .:; l \ ( < ~L1,I}( ) and (3)), in all subcontracts that 

offer further subcontracting opportunities. If the subcontract (except subcontracts to small business concerns) exceeds 

$700,000 ($1.5 million for construction of any public fac ility), the subcontractor must include -=~ I " in lower tier 

subcontracts that offer subcontracting opportunities. 

(iii) _,, ~2' I", Nondisplacement of Qualified Workers (May 2014) (E.0. 13495). Flow down required in accordance 

with paragraph (I) of FAR clause ~ 

(iv) "' ~', 'I , Prohibition of Segregated Facilities (Apr 2015) 

(v) ~22- , Equal Opportunity (Sept 2016) (E.O. 11246). 

(vi) ' ~22 ~ , Equal Opportunity for Veterans (Oct 20 15) ( 1X L \ ( 4' I "l). 

(vii) , 222 , Equal Opportunity for Workers with Disabilities (Jul 2014) ( \ C. ~93). 

(viii) "2 2 ... , '~,Employment Reports on Veterans (Feb 2016) ( 1X L .S l 421 ' ) 

(ix) "', 22' W , Notification of Employee Rights Under the National Labor Relations Act (Dec 2010) (E.0. 13496). 

Flow down required in accordance with paragraph (f) of FAR clause .::;, ' ' 2-40. 

(x) ' I, Service Contract Labor Standards (May 2014) (-i l "> l chaptl't .,-). 

(xi) ' 2 ' , Combating Trafficking in Persons (Mar 20 15) C' , l . ">.C chapter ~~ and E.O 13627).Altemate I (Mar 

2015) of "' ~-°'( (~- .~.( haQ.h. 1 \ .. u I ( ,,2""'). 

(xii) ' 2 , Exemption from Application of the Service Contract Labor Standards to Contracts for Maintenance, 

Calibration, or Repair of Certain Equipment-Requirements (May 2014) (-l 1 ~ \ ~ 1p1~ ). 

(xiii) ~:; \ Exemption from Application of the Service Contract Labor Standards to Contracts for Certain 

Services-Requirements (May 20 l 4) ( 41 l \ C 1..j_1apt1.T 6 ). 

(xiv) --·2 "' , Employment Eligibility Verification (OCT 2015) (E.O. 12989). 

(xv) "1 222-'>\ Minimum Wages Under Executive Order 13658 (Dec 2015). 

(xvi) - 2 ~.Compliance with Labor Laws (Executive Order 13673) (OCT 2016) (Applies at $50 million for 

solicitations and resultant contracts issued from October 25, 2016 through April 24, 20 17; applies at $500,000 for 

solicitations and resultant contracts issued after April 24, 2017). 

Note to paragraph (e)(l)(xvi): By a court order issued on October 24, 2016, 52.222-59 is enjoined indefinitely as of 

the date o f the order. The enjoined paragraph will become effective immediately if the court terminates the injunction. 

At that time, GSA, DoD and NASA will publish a document in the Federal Register advising the public of the 

termination of the injunction. 

(xvii) "'2 ., ' ,( , Paycheck Transparency (Executive Order 13673) (OCT 20 16)). 

(xviii) 'i2 222 ' , Paid Sick Leave Under Executive Order 13706 (JAN 2017) (E.O. 13706). 

(xix) "- ., " '" Contractors Perfonning Private Security Functions Outside the United States (Oct 20 16) (Section 862, 

as amended, of the National Defense Authorization Act for Fiscal Year 2008; L .., _:1 '-<' l . 

(xx) .., , Promoting Excess Food Donation to Nonprofit Organizations (May 20 14) (4' l \ ( I ..,<J,). Flow down 

required in accordance with paragraph (e) of FAR clause ... '26 Ii. 

(xxi) ., .. , Preference for Privately Owned U.S.-Flag Commercial Vessels (Feb 2006) ( l6 i .., · AJJP\ 

1241 th) and IO l ~ C '(1 I I). Flow down required in accordance with paragraph (d) of FAR clause _ 247-64. 



(2) While not required, the Contractor may include in its subcontracts for commercial items a minimal number of 

additional clauses necessary to satisfy its contractual obligations. 

(End of clause) 

DEPARTMENT OF STATE ACQUISITION REGU LATION (48 CFR Chapter 6) CLAUSES 

NUMBER TITLE DATE 
652.225-7 1 Section 8(a) of the Export Administration Act of 1979, As Amended AUG 1999 

(i f order exceeds simolified acauisition threshold) 
652.229-70 Excise Tax Exemption Statement for Contractors Within the United JUL 1988 

States (for suoolies to be delivered to an overseas oost) 
652.229-7 1 Personal Prooertv Disoosition at Posts Abroad AUG 1999 
652.237-72 Observance of Legal Holidays and Administrative Leave (for APR 2004 

services where performance will be on-site in a Department of State 
facility) 

652.239-7 1 Security Requirements for Unclassified Information Technology SEP 2007 
Resources (for orders that include information technology resources 
or services in which the contractor will have physical or electronic 
access to Department information that directly supports the mission 
of the Department) 

652.242-70 Contracting Officer's Representative (if a COR will be named for the AUG 1999 
order) Fill-in for paragraph b: "The COR is .. 

652.242-71 Notice of Shioments JUL 1988 
652.242-73 Authorization and Performance AUG 1999 
652.243-70 Notices AUG 1999 
652.247-7 1 Shipping Instruction FEB 2015 

The following c lause is provided in full text, and is applicable for orders for services that will require contractor 
employees to perform on-site at a DOS location and/or that require contractor employees to have access to DOS 
information systems: 

652.204-70 Department of State Personal Identification Card Issuance Procedures 
{MAY 20 11) 

(a) The Contractor shall comply with the Department of State (DOS) Personal Identification Card Issuance 
Procedures for all employees performing under this contract who require frequent and continuing access to DOS 
facilities, or information systems. The Contractor shall insert this clause in all subcontracts when the subcontractor's 
employees will require frequent and continuing access to DOS facili ties, or information systems. 

(b) The DOS Personal Identification Card Issuance Procedures may be accessed at 
http://www.state.gov/m/ds/rls/rot/c2 l 664.htrn. 

(End of clause) 

52.217-5 EVALUATION OF OPTIONS (JUL 1990) 
The Government will evaluate offers for award purposes by adding the total price for all options to the total 

price for the basic requirement. Evaluation of options will not obligate the Government to exercise the option(s). 

WORKER'S COMPENSATION INSURANCE (DEFENSE BASE ACT) - SER VICES (FEB 2015) 

(a) This c lause supplements FAR 52.228-3. For the purposes of this clause, "covered contractor employees" includes 
the following individuals: 



(1) United States citizens or residents; 

(2) Individuals hired in the United States or its possessions, regardless of citizenship; and 

(3) Local nationals and third country nationals where contract performance takes place in a country where 
there are no local workers compensation laws. 

(b) The Contractor shall procure Defense Base Act (DBA) insurance directly from a Department of Labor (DOL) 
approved insurance provider. Approved providers can be found at the DOL website at 
http://www.dol.gov/owcp/dlhwc/lscarrier.htm. 

(c)(l) Section 16 of the State Basic Authorities Act (22 U.S.C. 2680a), as amended, provides that the Defense Base Act 
shall not apply with respect to such contracts as the Secretary of State determines are contracts with persons employed 
to perform work for the Department of State on an intermittent basis for not more than 90 days in a calendar year. 
"Persons" includes individuals hired by companies under contract with the Department. The Procurement Executive has 
the authority to issue the waivers for Contractor employees who work on an intermittent or short-term basis. 

(2) The Contractor shall submit waiver requests to the contracting officer. The request shall contain the 
following information: 

(i) Contract number; 

(ii) Name of Contractor; 

(iii) Brief description of the services to be provided under the contract and country of performance; 

(iv) Name and position title of individual(s) ; 

(v) Nationality of individual(s) (must be U.S. citizen or U.S. resident); 

(vi) Dates (or timeframe) of performance at the overseas location; and, 

(vii) Evidence of alternative worker' s compensation coverage for these employees (e.g., evidence that the 
State worker's compensation program covers workers on short-term foreign assignments). 

(3) The contracting officer shall provide to the Contractor the original of the approved or disapproved 
document and maintain a copy in the contract file. 

(End of clause) 




